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Protecting sensitive information and having the 

ability to communicate securely have become 

increasingly important since people started 

working from home in droves. Yet effective 

communication security remains a key challenge 

for many public sector institutions, from the NHS 

and local councils to the various branches of law 

enforcement and other government agencies. 

Most of these organisations need to be able to 

share sensitive information digitally, as it enables 

everyone to work more efficiently. Whether it’s 

about sending communications to local residents, 

or to a colleague at another institution, data needs 
to be properly protected at all times. 

People need to be able to communicate 
securely from any location, and preferably from 
any device. As people gradually return to the 

office when the pandemic eases, it’s expected 

that many will continue to work remotely, at 

least some of the time. This is causing many IT 
departments to rethink their security solutions 
for communicating safely.  Not as a quick fix, 

but as a sustainable solution that can also enable 

future changes in the organisation.

In Gartner’s September 2020 Market Guide for 

Email Security, analysts explained that while 

traditionally the focus has been on protecting 

against outside threats, the new key challenge 

for organisations is on email data protection.

Research conducted by Opinion Matters of more 

than 200 public sector institutions in the UK 

showed that many organisations continue to rely 

heavily on ‘regular’ email to exchange sensitive 

information, and this is completely unsafe for this 

purpose and puts sensitive data at increased risk. 

Some are even using chat tools that are also not 

safe. 

While many organisations are still using methods 

that are not fully secure, at the same time the 

volume of emails has increased considerably since 

the pandemic began, in some cases by as much 

as 70%. These extra emails, coupled with remote 
working, drastically increases the likelihood 
that data leaks will occur and puts sensitive 
information at risk.  In many cases, it’s really not 

a matter of whether a data leak will occur, but 

how often. That’s why over 82% of public sector 

institutions reported at least one data leak in the 

last year, with many experiencing much more.

Maintaining 
public trust 
starts with 
safeguarding 
sensitive data

82%
UK public sector 
institutions experienced 
a data leak last year
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It’s a common misconception that phishing and 

hacking are the main causes of data leaks. The 

reality is that most derive inadvertently from people 

within your organisation, making simple mistakes, 

as opposed to a malicious attack by an external 

third party such as a hacker.  In fact, in 2019, the 
latest annual data available, 95% of data leaks 
stemmed from human error, a truly astonishing 
figure.

Data from the ICO reveals a similar trend. In the first 

half of 2020, the top causes of data leaks across 

UK organisations included “data emailed/posted 
to incorrect recipient”, “unauthorised access” 

- mainly due to lack of proper encryption and 

authentication - “failure to redact information” 

and “putting recipients in the ‘Cc’ instead of 
‘Bcc’ field”.  

This guide will explore why data leaks are typically 

due to human error, what you should do in the 

event of a data leak - and more importantly - what 

public sector institutions can do to protect 
their reputations and prevent data leaks from 
happening in the first place. Maintaining public 

trust is more important than ever before, and 

safeguarding sensitive data has a pivotal role in 

that. 

Many organisations tend to secure themselves 

against hackers and data breaches, but often 

underestimate the impact of their own employees 

making mistakes. It’s understandable that an email 

to the wrong ‘Tom’ can happen when employees 

are sending tons of emails every day. But if that 

email contains confidential information, you have a 

likely data leak on your hands. 

With the number of reported data leaks in the 
UK set to continue rising, alongside stricter 
regulatory enforcement and eye-popping fines, 
it’s time for organisations to enhance their 
communication security and data protection. 

See the full survey results    arrow-right
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When it comes to handling private information in 

a digital age, you must be aware of the potential 

threats if data isn’t properly managed. Data leaks 

and breaches are happening every day at places 

such as local councils, schools, hospitals and law 

enforcement agencies, and the consequences can 

be far-reaching and devastating.

If this weren’t alarming enough, the average cost of 

a data breach has fluctuated between £3.5 million 

and £4 million in recent years, according to an 

annual study conducted  by the Ponemon Institute. 

The number of fines are also on the rise, and this 

is poised to continue as regulators take a tougher 

approach when it comes to compliance.  

In response to a high profile data breach in 

2020, Elizabeth Denham at the Information 

Commissioner’s Office (ICO) said the following: 

“People have the right to expect that organisations 

will handle their personal information securely 

and responsibly. When that doesn’t happen, we 

will investigate and take robust action where 

necessary.”

Simply put, many of Britain’s public sector 

institutions are not fully prepared to protect 

themselves against data breaches and cyber 

attacks - and they are under attack every day. 

Every year studies show that most data leaks in 

the public sector start from within the organisation, 

usually an inadvertent mistake.  It’s key to give stuff 

who are the frontline in protecting privacy-sensitive 

information the right tools to prevent errors that 

cause breaches.

Make data 
leaks a thing  
of the past
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How public sector data 
breaches and leaks happen
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1. Emailing the wrong person  

Everybody has done this before. You want to send 

an email to Jimmy. You open Outlook, type in Jim 

and the email program adds the name. But after 

you’ve sent it you realise that it’s gone to the wrong 

Jimmy. Hopefully it’s a harmless mistake, but if the 

message contained personal information, it’s a 

data leak. 

One of the annoying things about regular email 

is that you cannot fully recall a message once it 

has been sent. At the same time, you have a legal 

responsibility to confine and mitigate the damage 

caused by a leak. All you can basically do is 

contact the recipient and ask them to delete your 

message. Your organisation’s reputation rests in 

their hands and that’s never a good thing.

An example is when Newcastle City Council 

was under investigation by the Information 

Commissioner’s Office (ICO) a few years back 

for a data breach which involved a spreadsheet 

containing the personal details of thousands 

of children and their adoptive parents being 

mistakenly sent as an attachment to a summer 

party email invitation. The spreadsheet attachment 

contained the names, addresses and birth dates 

of 2,743 adopted children, alongside details of 

parents, social workers and former adoptees.  It is 

reported that as many as 77 people received the 

attachment. Newcastle City Council’s director of 

people, Ewen Weir stated “This breach appears to 

have been caused by human error and a failure to 

follow established procedures. We are conducting 

a thorough review of our processes to identify what 

changes we can make to ensure that this never 

happens again.”

2. Forgetting to put recipients in ‘bcc’ 

Everybody has done this at some point as well. 

For example, you want to send an email to inform 

a group of people when they are scheduled for 

a vaccination. In order to speed up the process, 

you planned to send one email to all people at the 

same time. In your haste, you accidentally put all 

recipients in cc instead of bcc. Now everybody’s 

contact information is exposed.

56 Dean Street health clinic 

The 56 Dean Street clinic in London – a well-known 

sexual health clinic – mistakenly revealed the 

names and addresses of 780 people subscribed 

to an HIV newsletter, which included, but was not 

limited to, patients with HIV. 

Recipients of an emailed newsletter were 

supposed to be blind-copied, but the person 

sending it mistakenly copied email addresses into 

the “To:” field rather than “BCC:,” with the result 

that every recipient could see everyone else’s 

name and email address. The BBC reported that 

the employee responsible was distraught at their 

error, and you can imagine the impact this could 

have had on the recipients who had their personal 

details exposed. The clinic was fined £180,000 and 

had no option but to release a public apology. The 

worst part about this incident is that it isn’t the first 

time it happened at the clinic either, with a similar 

Data leaks 
happen all  
the time,  
here’s why

Email data protection software 
would have given a warning 
before sending due to smart 
error prevention technology. 

zivver   •   Public sector data leak guide  P. 7



situation occurring several years before! 

Once again, a safe communication platform in 
place could have easily prevented this unfortunate 
matter from happening.

3. Sharing passwords with colleagues in an 

unsafe way 

“Hey Lewis, can you forward me the password of 

our CMS system again?”, - “Sure, I’ll send it to you 

by email”. What happens if a hacker accesses 

your inbox? The first thing they’ll do is do a simple 

search for ‘password’. This can put access to your 

CMS and sensitive customer information at risk.

At the same time, it’s also important to choose 

a secure password, and not ones which can be 

easily guessed such as 123456. Also, don’t use 

someone’s name! Studies by the National Cyber 

Security Centre in the UK have shown that the 

most common passwords used based on names 

that have appeared in data breaches include 

‘Ashley’ and ‘Micheal’, each accounting for more 

than 400,000 passwords, followed closely by the 

names ‘Daniel’ and ‘Jessica’.

Proper email data protection software would allow 

Lewis to send the password encrypted to his 

colleague. The recipient would then only be able to 

access it using two-factor authentication (2FA).

4. Lost USB sticks / mobile phones 

Often in the case of USB sticks, they can be 

easily misplaced as they simply tend to be so 

small. When that happens, sensitive information 

could end up in the wrong hands. And while 

mobile phones tend to have security codes or 

passwords, USB sticks are often not protected at 

all. Organisations might even reconsider allowing 

the use of USB sticks entirely, when you can use 

digital messaging instead that’s safely encrypted. 

Losing a USB stick or mobile phone has happened 

to most of us at one time or another, right? 

This happened to the NEL council. The Information 

Commissioner’s Office (ICO) ruled that North East 

Lincolnshire (NEL) Council had been guilty of a 

serious breach of the Data Protection Act (DPA) as 

a result of a misplaced USB stick. It is believed that 

data relating to nearly 300 pupils aged between 

five and sixteen was stored on that memory stick 

lost by NEL Council. All of the pupils had “special 

educational needs” and some were deemed to be 

vulnerable children. The memory stick contained 

details about the mental and physical health of the 

pupils and their teaching requirements as well as 

information about their home life, the ICO said.

Public sector organisations 
might even reconsider using 
USB sticks if you can send 
information digitally instead in 
a safe and compliant way. You 
can misplace a USB stick, but 
you can’t lose a safely encrypted 
email or chat!

Another unfortunate incident involving a 
serious breach that occurred in 2018 with 
the Humberside Police. After misplacing 
a disk containing a video interview of 
an alleged rape victim, they were fined 
£130,000 by the ICO. Steve Eckersley, ICO 
director of investigations, said about the 
situation that there were “far too many 
cases where police forces fail to look 
after disks containing the highly sensitive 
personal information contained within 
victim or witness interviews.”
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5. Wrong mailing address

While many of us are increasingly communicating

online, there’s still a lot actually sent by snail

mail, not just the Amazon deliveries many of

us have become accustomed to. As a security

consideration, some people choose to send

sensitive digital files by post. In most cases this

occurs without incident. Occasionally however,

somebody accidentally puts the wrong recipient

label or inserts the wrong document in the

envelope. In both cases it’s a data leak. You

only even realise this happens if the person  

who received it contacts you about it; once again

putting your organisation’s reputation in the

recipient’s hands.

“Fermanagh and Omagh District Council did

infringe data protection legislation when it sent

a resident’s personal details to the neighbour

he was complaining about, the Information

Commissioner’s Office (ICO) has found. When

Gerard Kilcoyne contacted the Council last  

year about noise coming from a house the local

authority responded by mistakenly sending a  

letterto the property in question. The “human  

error” breaches were among nearly 200 data 

security incidents at South Gloucestershire  

Council last year.”

Fortunately the aforementioned scenarios

can be avoided with the integration of a safe

communication platform with your Outlook, 

Microsoft 365 or Gmail. The right tools can 
effectively prevent 95% of data leaks in  
your organisation.

Email data protection solutions such as Zivver are 

designed to raise user awareness by triggering 

your organisation’s data policies via alerts while 

people are sending emails or transferring files. 

These alerts inform users in real time that their 

email contains sensitive information. This drives 

better decision-making and reduces the likelihood 

of someone selecting the wrong recipient or 

sending sensitive information in a way that isn’t 

fully secure or compliant.

Email data protection software would 
have given a warning before sending 
due to error prevention technology. 
The software also scans an email 
to ensure that it is sent to the right 
recipient. 
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What’s a data breach? 

A data breach is a term most commonly used 

when talking about the exposure of confidential 

details from an external data source. A data 

breach is a direct attack on private data by an 

unauthorised entity. There are plenty of examples 

of noteworthy data breaches that made headlines. 

For instance, hackers that penetrate a computer 

database, or somebody who coerces you into 

giving access to data they should not have. With  

of Marriott International, hackers planted malware 

in Marriott’s systems sometime in 2014 but this 

was not detected until 2018. It led to the exposure 

of millions of guests’ private data. This could have 

been detected sooner if the company had the right 

measures in place.

What’s a data leak? 

Conversely, a data leak is the unauthorised 

transmission of information from inside an 

organisation to an external recipient(s). The term 

is used to describe data that is transferred both 

physically as well as digitally. The majority of data 

leak incidents happen online, more specifically with 

email and file transfer exchange. These stem from 

a variety of reasons, such as emails accidentally 

sent to the wrong person, or sensitive information 

being disclosed inadvertently in response to a 

request. 

The high-profile Marriott International case 

was classified as a data breach. It was a direct 

attack from an external entity (hackers) that 

implanted Remote Access Trojan (RAT) along 

with MimiKatz, a tool for sniffing out username/

password combinations in the system memory. 

Together, these tools gave the perpetrators control 

of the administrator account. The actions taken 

by hackers, along with Marriott International’s 

lackluster data security protocol, created a perfect 

storm for a data security catastrophe. Hundreds 

of millions of people had their passport and 

credit card numbers compromised, which could 

have undesirable consequences, and certainly 

negatively impacted Marriott’s reputation too.

The difference 
between data 
breach and a 
data leak 

The key distinction of 
a data leak incident is 
that it happens from 
the inside - out.

A data breach occurs 
the other way around, 
from the outside - in.
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With the trade deal struck between the UK and the 
European Union in late December, it’s important 
to be aware of how data protection regulations 
can impact your organisation, on both sides of the 
channel. This section breaks down some of the key 
developments on the regulatory side and what you 

need to know*. 

What’s the latest on data protection changes 

following the trade deal in December?

Under the terms of the agreement, the EU has 

extended transfer restrictions until the end of 

April, 2021, and possibly longer. This remains to be 

negotiated.

This means that during this period, transfers of 

data between the EEA and the UK can continue 

to flow unrestricted as the UK seeks an adequacy 

decision with the EU for both the GDPR and Law 

Enforcement Directive.

What does an ‘adequacy decision’ mean?

The UK is now considered a ‘third country’ for the 

purposes of data transfers (outside of the EU GDPR 

zone). This means personal data can be restricted 

unless it can be properly protected or some other 

exception is applied.

An adequacy decision on the UK GDPR with the 

EU would ensure the uninterrupted transfer of data 

between areas, in a business as usual way for both 

sides.

My organisation processes personal data from the 

EEA, will I be impacted?

It’s recommended that you ensure proper 

measures are in place for data handling before the 

transitional period is over at the end of April, 2021.

Does the GDPR still apply to UK organisations?

The GDPR is a European regulation and no longer 

applies to the UK, however, the GDPR has already 

been incorporated into UK data protection law as 

the UK GDPR under the 2018 Data Protection Act, 

this means many of the standards continue to 

apply. 

UK businesses operating in Europe remain subject 

to EU GDPR regulations in the applicable regions.

What should UK organisations do to ensure 

compliance with data protection legislation?

The UK Information Commissioner’s Office (ICO) 

advises organisations to continue complying with 

the Data Protection Act 2018 and General Data 

Protection Regulation (GDPR). At the same time, 

you should have a good understanding of where 

the personal data that is used comes from.

On the need for preparedness, Elizabeth Denham, 

UK Information Commissioner, recently said the 

following: “We appreciate there is a lot of pressure 

on SMEs right now, especially given the impact 

of the pandemic. However, sharing personal data 

is essential to the running of many businesses 

and it is vital you take action to ensure that data 

can continue to flow. As we don’t know what the 

outcome will be from the EU, there is an even 

bigger need for businesses to prepare now.’’

Additional resources can be found on the ICO website.

*based on information on the ICO website as of January 15, 2021

How data 
protection 
in the UK is 
impacted by 
Brexit
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How safe communication 
software enhances email  
data protection
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Preventing data leaks has three key challenges 

 (all human and technology related). There will 

always be a need for the human element alongside 

the use of safe communication software, and 

people should have the ability to catch their own 

mistakes before they hit ‘Send’, for added control. 

This is where a safe communication platform 

comes into play.

1. Business and Data Security 

Ensuring that the right people within your Ensuring 

that the right people within your organisation 

have the right access. Discreetly verifying a user’s 

identity when they access personal information is 

crucial to addressing this challenge. Logging is the 

next step. Knowing who had access to what is one. 

Logging this information is two. Analysing is three 

and the next step in ensuring business and data 

security. This will even allow you to make smarter 

decisions to modify access in your organisation. 

Factors:              (human and technology)

2. Enable Digital Transformation 

Quickly and efficiently accessing your resources 

is key to enabling digital transformation. For many 

organisations, working with a safe email provider 

means taking extra steps before accessing private 

information (through two-factor authentication for 

example). However, being able to share private 

information via email, instant messaging or in a 

video conference, often accelerates this process. 

This can facilitate more frequent use of safe 

technology in people’s daily tasks, and provide 

more flexibility for your organisation.

Factors:              (human and technology)

3. Establish Compliance and Trust 

The ‘Right to Privacy’ was enshrined under the 

Universal Declaration of Human Rights in 1948. 

Due to the increased use of computers to process 

business transactions, the OECD issued its first 

guidelines on data protection in 1980. Ever since, 

regulations have evolved. Originally privacy laws 

were mostly focused on the technology aspect 

of data protection. This changed as more data 

leaks were being caused by a human error. 

Establishing trust is no longer about software 

only. It’s about preventing people from leaking 

information because of carelessness or a lack of 

awareness in regards to privacy regulations within 

the organisation. 

Factors:              (human and technology) 

The 3 most 
common 
identity 
and access 
management 
challenges
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A safe communication platform should easily 

integrate with tools you already use, such as the 

world’s biggest email clients. An investment in a 

safe communication platform can unlock value in 

your organisation, including:

✓   Reduce costs 

This is often achieved because you can drastically 

reduce the number of letters, faxes, courier 

services, USB sticks, printing costs and so on. By 

implementing a safe communication platform, the 

risks of data leaks will also decrease significantly. 

That’s potentially your biggest cost saving! 

✓   Save time with tasks

When people no longer have to use a fax machine 

or print documents all day, they can save time with 

daily routines. The time saving value is perhaps 

most apparent for situations where privacy-

sensitive information was previously shared via 

courier services. Information transfer would take 

at least a few days, whereas in this new way of 

working it takes a matter of seconds.

✓ Facilitate compliance with data 
protection regulations

Error prevention technology enables your staff 

to more easily comply with data protection 

regulations and your organisation’s policies. Users 

receive targeted alerts in real time while working, to 

notify them of any potential mistakes or anomalies 

in their communication. This way the platform will 

slowly ‘teach’ your staff what they can and can’t 

share unsafely based on smart error prevention 

technology. The data classifiers vary per industry 

and segment you work in, but they are perfectly 

suited for all types of public sector institutions.  

✓   Significantly reduce the  
     risk of data leaks

It’s not a question whether a data breach 

will occur, but rather when. Investing in safe 

communication software will reduce the chance of 

a data leak significantly due to the nature of most 

leaks, which is human error.  Safe communication 

software warns users when they’re on the brink of 

making a mistake.

The possibilities to share information are limitless. 

Solutions, however, are not always secure or easy 

to work with. You only truly protect information 

with a solution that is secure, easy, and supportive 

of your current way of working. When it comes to 

digital communications, organisations have long 

been forced to choose between usability and 

security, because previously solutions couldn’t 

effectively cater to both. This led to a security gap, 

as the influx of new digital communication tools 

outpaced the ability to ensure proper data security, 

and this gap is still widening.

Email data 
protection  
adds value 

Staff training remains important

Employees are the frontline of defense when it comes to protecting 

data, so it’s important that good communication security remains top 

of mind. This training can be achieved two ways, given by people as 

periodic awareness training, or with a safe communication solution 

that includes real time alerts triggered by your organisation’s data 

policies.

When sensitive content has been detected, users can review the alert 

to see what it’s about. For example: ‘You’re sending an attachment 

containing a virus.’, or ‘You’re sending sensitive information to 

someone you’ve never sent sensitive information to before.’ While 

composing or sending a message, a notification message may 

appear, such as: ‘Are you sure you want to send “Privacy-sensitive 

information” to example@email.com?’

In this way, a safe communication solution provides daily training 

for the people handling sensitive data, to help ensure it is properly 

safeguarded in adherence to your organisation’s policies.
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Safe communication software can help your 

organisation safeguard sensitive information and 

avoid data leaks. Here we’ll explain how Zivver’s 

Safe Communication Platform is helping public 

sector organisations achieve this. 

Over 200 local councils and more than 200,000 

healthcare professionals use Zivver to ensure 

that their digital communications are protected 

at each stage of the journey (before, during 

and after a message has been sent). For many 

organisations, the first step in properly securing 

digital communications begins with email, and it’s 

a logical place to start as the source of most data 

leaks.

In addition to safe emailing, Zivver’s platform 

enables the safe sharing of files up to 5TB directly 

from your email client such as Outlook, Microsoft 

365 or Gmail.  A large national care organisation  

in the Netherlands, called Buurtzorg, recently rolled 

out Zivver for Gmail across their large network of 

more than 14,000 employees, with the following 

results: 

What can 
a safe 
communication 
solution do? 
 

“Thanks to Zivver’s integration 

with Gmail, our staff hardly 

needed to adjust their way of 

working, and now they can 

ensure that communications 

are always sent securely to both 

internal and external contacts. 

Our employees are all familiar 

with Gmail because they use 

it already in our organisation. It 

was therefore important for us 

to have this Gmail integration 

when choosing a platform. 

We didn’t want to burden 

employees who are not used 

to working with computers 

as much with a complicated 

software solution.” 

- Danielle Gérard, Project 

Manager Buurtzorg.
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Zivver provides  
an optimal 
balance between 
security and 
usability

Secure
Zivver protects digital communications at 

each stage of the journey

✓ Two-factor authentication ensures that 

only intended recipients can access secure 

messages

✓ Transport Layer Security (TLS) secures the 

connection between you and the recipient, 

we use it so that one else can intercept your 

communications

✓ Asymmetric zero-knowledge encryption ensures 

that not even Zivver can decrypt the information 

(unlike many other providers who maintain a copy of 

your access key in their infrastructure), this means 

that with Zivver confidential is truly confidential

Integrated
Makes life easier for your staff

✓ Zivver integrates seamlessly with email clients 

like Outlook, Microsoft 365 and Gmail

✓ Staff can communicate safely without changing 

workflows

✓ Strong authentication of users (SMS, TOTP  

or SSO) provides added security 





Compliant 
A platform that facilitates compliance

✓ Real time awareness training helps drive better 

decision-making among staff

✓ Comprehensive audit and communication logs 

track all user activity to provide you with better 

insights and control, they also help if you need 

to report a data leak to authorities

✓ Mailbox Retention feature lets users 

conveniently set an expiration date for 

messages

✓ Emails can be revoked if sent mistakenly, and if 

done before the recipient can access it, Zivver 

can guarantee that a data leak has not occurred



Familiar 
Minimise changes to user behaviour  

for wider adoption

✓ Employees can work in an environment that’s 

familiar to them 

✓ Zivver’s common interface design helps to 

encourage wider adoption

✓ Eliminate the need for other solutions with a 

streamlined approach



Intelligent 
Leverage the power of smart technology

 

✓ Smart technology helps detect errors in real 

time so people can immediately take corrective 

action 

✓ Users can log into multiple apps with one set of 

credentials 

✓ Future proof your digital communications with 

an intelligent solution 
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Reporting a data leak 
or breach 
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Failing to notify a breach or leak when required 
to do so can result in a heavy fine. That’s why 
it’s crucial for organisations to establish a robust 
internal reporting process in order to detect and 
report breaches in a timely way. When reporting 
a breach or leak, organisations must provide 
the necessary details, unless the personal data 
breach is unlikely to result in a risk to the rights 
and freedoms of the data subjects (impacted 
individuals). If it turns out you don’t need to 
report the breach, you must be able to justify this 
decision, so make sure to document it. 
 
When personal data has been leaked, you must 
report the leak to the ICO. This is to be done 
without delay, and no later than 72 hours after first 
becoming aware of it. If you exceed that timeframe, 
you must give reasons for the delay. 
 
Unreported data leaks can result in a higher 
fine once the Data Protection Authority (ICO) 
becomes aware of the incident. It’s important to 
also remember that reporting a data leak doesn’t 
automatically result in a fine. 

What happens 
if you don’t 
inform the 
authorities?
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1. Make sure that your employees know that they 
need to report a data leak

When an incident occurs, it must be reported. The 
first step is notifying the Chief Information Security 
Officer (CISO), or data protection officer in your 
organisation.. In reality though, not all data leaks are 
reported to the correct person. This could be due 
to any number of reasons. The individual involved 
may not even be aware that they have caused a 
data leak, or are afraid that their own position will 
be jeopardised if they report it. Some might even 
presume that their error will simply go undetected.

Getting this right is possibly the most challenging 
part of the entire reporting process. Employees 
need to be aware of the importance of effective 
personal data protection. Your organisation’s culture 

can play a key role in encouraging employees to 
report data leaks, even if they failed to follow your 
security procedures. Remember that reporting 
a data leak should be easy for anyone to do, for 
instance by filling out a standard form on your 
organisation’s intranet.

2. Gather information about the data leak

The CISO is unable to assess whether the data leak 
must be reported to the ICO until it’s clear what 
happened. To determine whether a security incident 
or data leak has taken place, you will need to find 
out what has happened exactly, and when. Do you 
know if unauthorised data processing has taken 
place? If that’s the case, then you are dealing with a 
data leak. If not, then it’s a security incident.
 
For example: one of your employees accidentally 
sends an email containing the wrong patient’s 
health record to someone. The recipient 
immediately realises that this was a mistake and 
deletes the email without taking any further action. 
In this case, you’ve had a security incident, but 
you can demonstrate that no unauthorised data 
processing took place.

How to report 
a data leak 
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3. Assess whether the data leak needs to be 
reported and limit the damage

Answer the following:

Has any data been lost during the security incident 
or are you unable to determine that data has been 
processed in unauthorised ways?
 
                 You have a data leak.  
                 It needs to be reported.

                 You don’t have a data leak.  
                 It doesn’t need to be reported.

If you realise that you’ve got a data leak on your 
hands, make sure to mitigate the damage as much 
and as quickly as possible. Destroy the accidental 
print-out, revoke the authorisation, or recall the 
emails that were sent accidentally.

4. Report the data leak to the authorities

If you are required to report the data leak, you can 
use the form from the website of your local Data 
Protection Authority, in the UK it is the ICO. You will 
need the information you have gathered in step 
two to file the report. You will also need to indicate  
the impact of the leak, whether you have already 
informed the people involved, and what steps you 
plan to take moving forward to prevent future leaks.

5. Report the data leak to the people involved 
(if necessary)

If you need to notify the people involved that there 
has been a data leak, this must happen without 
undue delay. There are no other instructions as to 
how notification should take place. It is important 
to carefully consider how you intend to notify the 
people involved, for instance if they are constituents 
or patients. After all, the reputation of your 
organisation could suffer immensely if the situation 
is mishandled. 
 
Make sure you have communication templates 
prepared so that your organisation can quickly send 
notifications in the event of a data leak. Also ensure 
that any overview of the leaked data is provided to 
the people involved only through secure channels.

In conclusion, public sector institutions must 
take protection of privacy-sensitive information 
seriously, and this can best be achieved with 
flexible communication security solutions such 
as Zivver, that can facilitate further changes in 
your organisation.

Next steps

Want to see how Zivver’s safe communication 
platform can safeguard your data and prevent data 
leaks? Request a quick demo here, we’d be happy 
to help.

What kind of data are  
you dealing with?

It’s important to know what type of 
information you are dealing with in 
the event of a data leak. Is it privacy-
sensitive data, or data which could 
adversely affect the protection of 
that information? 
 
If a National Service Number is 
leaked, for example, it could have 
adverse effects (e.g. identity fraud). 
That’s why you need to know what 
kind of data was involved in order 
to make an accurate assessment 
of the potential impact of leaking 
that specific information. You 
should carefully consider how you 
will determine what type of data is 
involved in the leak.

Yes
      

No        
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