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This survey was independently conducted by 

Opinion Matters in September, 2020 and gathers 

the secure communication concerns of 250 UK 

public sector professionals, including CISOs, risk 

and compliance officers and IT directors. 

The responses show interesting and varied 

attitudes to secure email and email data protection 

across healthcare and local government teams, 

also depending on the size of the organisation. 

Read through these results to 
see how your own organisation 
compares!

1. To what extent are you worried 
about the privacy risks of the 
methods your organisation 
uses to communicate with and 
share information? 

2. What are the 3 biggest 
challenges in relation to outbound 
secure communications?   

3. What has been the impact 
of Covid-19, if any, on 
your security of outbound 
communications?  

4. How many data leaks did your 
organisation experience in the 
past year? 

5. What do you think are the 
three most important things to 
keep in mind if an organisation 
was considering a tool to 
securely communicate privacy-
sensitive information? 

6. Which secure communication 
solutions, if any, is your 
organisation currently using?

7. What are your (up to 3) preferred 
channels for sharing privacy-
sensitive information?

8. What is preventing 
your organisation from 
investing in a secure 
communication solution? 
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To what extent are you 
worried about the privacy 
risks of the methods 
your organisation uses to 
communicate with and 
share information?

50% +
Are worried about email 
related privacy risks

envelope

Email

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Very worried 17.1% 13.3% 21% 16.8% 14.9% 24.1%

Fairly worried 36.9% 38.3% 35.5% 36.9% 39.2% 31.5%

Neither worried 
nor unworried

20.6% 19.5% 21.8% 23.5% 17.6% 13.8%

Fairly unworried 17.5% 19.5% 15.3% 16.1% 24.3% 6.9%

Not at all worried 7.5% 9.4% 5.6% 6% 4.1% 24.1%

Not applicable 0.4% 0% 0.8% 0.7% 0% 0%

Q1
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File Transfer

Video

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Very worried 21% 19.5% 22.6% 19.5% 23% 24.1%

Fairly worried 34.1% 30.5% 37.95 33.6% 32.4% 41.4%

Neither worried 
nor unworried

25% 24.2% 25.8% 26.8% 27% 10.3%

Fairly unworried 11.5% 15.6% 7.3% 12.1% 13.5% 3.4%

Not at all worried 8.3% 10.2% 6.5% 8.1% 4.1% 20.7%

Not applicable 0% 0% 0% 0% 0% 0%

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Very worried 13.1% 13.1% 12.1% 12.1% 13.5% 17.2%

Fairly worried 33.7% 33.7% 39.5% 35.6% 31.1% 31%

Neither worried 
nor unworried

29.4% 29.4% 27.4% 29.5% 32.4% 20.7%

Fairly unworried 15.1% 15.1% 13.7% 14.8% 17.6% 10.3%

Not at all worried 8.7% 8.7% 7.3% 8.1% 5.4% 20.7%

Not applicable 0% 0% 0% 0% 0% 0%
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Nearly half of the healthcare and 
local government respondents 
recognise a need for a solution that 
addresses the privacy risks linked 
to email, file transfer and video use, 
while also expressing some level of 
concern of existing methods.

This is in line with a recent report by Gartner on 

Outbound Email Security, which emphasised the 

need for companies to shift their communication 

security focus to email data protection, rather than 

mainly on cyber threats. Zivver was identified as 

a leading solution provider in this area, helping 

organisations of all sizes to enhance their data 

protection efforts. 

For more information, read 
this piece on 9 reasons 
security leaders are  
re-evaluating email security

Tip:
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What are the 3 biggest 
challenges in relation 
to outbound secure 
communications?  

52%
Cite reputational 
damage as the key 
challenge

user-secret

Biggest Challenge

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Reputational 
damage

52% 53.1% 50.8% 46.3% 62.2% 55.2%

Preventing data 
leaks

50.4% 48.4% 52.4% 53.7% 47.3% 41.4%

Employee 
awareness on 
security 

49.2% 53.1% 45.2% 44.3% 59.5% 48.3%

Human error 42.9% 46.1% 39.5% 39.6% 48.6% 44.8%

GDPR compliance 34.5% 28.9% 40.3% 32.9% 31.1% 51.7%

Fines 19.4% 21.9% 16.9% 22.1% 14.9% 17.25

No challenges 
with outbound 
secure 
communications

5.6% 7.0% 4.0% 4.7% 5.4% 10.3%

Q2
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Perhaps somewhat surprisingly, 
reputational damage was cited as the 
top concern among healthcare and local 
government organisations when it comes 
to outbound communication security 
challenges. On the other hand, as public 
sector institutions, maintaining trust with 
the public is vital. That trust comes in  
many forms, including communication  
and data security. 

Enforcement on fines by the ICO to date 
hasn’t been the most severe, as companies 
have been generally given some initial 
breathing space to roll out new measures 
since the GDPR came into effect in May, 
2018. That is changing though, with the  
ICO commissioner stating in 2020:

Struggling with GDPR and 
DPA compliance? You can 
download this free guide 
from Zivver.

Tip:

“People have the 
right to expect that 
organisations will 
handle their personal  
information securely 
and responsibly.  
When that doesn’t 
happen, we will 
investigate and  
take robust action 
where necessary.”
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What has been the  
impact of Covid-19, if  
any, on your security of 
outbound communications?

28.6%
Say the impact of 
Covid makes them  
less secure

shield

Impact

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

More secure 35.3% 36.7% 33.9% 38.3% 27% 41.4%

Neither more 
secure nor less 
secure

36.1% 36.7% 35.5% 34.9% 39.2% 34.5%

Less secure 28.6% 26.6% 30.6% 26.8% 33.8% 24.1%

Not applicable 0% 0% 0% 0% 0% 0%

Q3

Clearly, a significant number of organisations are 

still grappling with how to best secure their ability 

to communicate during these Covid times. 

With the initial transition to a distributed  

workforce, some organisations now find 

themselves re-evaluating their set-up. This is 

being done to help ensure that the new system 

of working and how staff interact with external 

contacts and patients is properly secured.

Outbound communication 
security entails much more than 
encryption, you can read all about 
that in this free whitepaper on 
Email Security Essentials.

Tip:
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How many data leaks 
did your organisation 
experience in the past year?

82%
Organisations 
experienced at least 1 
data leak last year

# Data Leaks

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Less than 3 7.5% 7.0% 8.1% 4.0% 12.2% 13.8%

3-5 30.2% 28.9% 33.9% 32.9% 23% 34.5%

6-10 31.3% 28.9% 33.9% 25.5% 48.6% 17.2%

11-15 7.1% 3.1% 11.3% 10.1% 4.1% 0%

16-25 2.8% 3.9% 1.6% 2.7% 2.7% 3.4%

26-45 1.6% 0% 3.2% 2.7% 0% 0%

Over 45 0% 0% 0% 0% 0% 0%

Zero 17.5% 25% 9.7% 19.5% 8.1% 31.0%

Rather not say 2% 3.1% 0.8% 2.7% 1.4% 0%

Q4 siren-on
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Data leaks are not a question of whether 
they will occur, but more about how many. 
Companies of all sizes are experiencing 
these leaks, and they can be costly in 
numerous ways. Often, organisations 
aren’t aware that there are modern 
security solutions on the market designed 
to prevent these leaks from occurring.

Most respondents 
(82%) indicated 
that they had 
experienced at least 
one data leak in the 
past twelve months, 
and over 60% 
experienced at  
least three. 

Looking at ways to minimize 
the risk of accidental data 
leaks in your workforce? 
Check out this free Data Leak 
Prevention Guide.

Tip:
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What do you think are the three most important 
things to keep in mind if an organisation was 
considering a tool to securely communicate  
privacy-sensitive information? 

Q5

40% + 
Say usability is the most 
important factor

phone-laptop
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All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Work well on all 
devices

43.7% 50% 37.1% 37.6% 62.2% 27.6%

User friendly 40.1% 39.1% 41.1% 36.9% 45.9% 41.4%

Able to send large 
data files

38.1% 37.5% 38.7% 37.6% 44.6% 24.1%

Able to send any 
type of file

36.1% 39.8% 32.3% 34.9% 39.2% 34.5%

Integration with 
existing email/
video solutions

31.7% 34.4% 29% 35.6% 28.4% 20.7%

No workflow 
disruption for staff

28.6% 27.3% 29.8% 31.5% 24.3% 24.1%

Be able to 
withdraw a 
message

25.8% 25% 26.6% 24.2% 25.7% 34.5%

See who has read 
a message

23.4% 18% 29% 22.8% 14.9% 48.3%

I don't think that 
there are factors 
to consider

2.8% 3.1% 2.4% 1.3% 2.7% 10.3%

What to consider

With ease of use and being able to work on any 

device being the top responses, it’s clear that 

organisations understand the need for solutions 

to be user-friendly above all else. If a solution isn’t 

easy to use, people won’t bother with it, putting 

sensitive data at increased risk.

Microsoft Office 365 users can easily enhance their email and data protection 
with Zivver’s security and privacy layer. This means employees don’t need to 
change their way of working to communicate more securely and transfer large 
files, directly from Office 365. Read this overview for more information.

Tip:
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Which secure 
communication solutions, 
if any, is your organisation 
currently using?

Type of solution

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Secure video 
calling

56.0% 53.1% 58.9% 58.4% 54.1% 48.3%

Secure inbound 
email

50.4% 53.9% 46.8% 47.7% 59.5% 41.4%

Secure outbound 
email

40.5% 39.1% 41.9% 42.3% 48.6% 10.3%

Secure file 
transfer

39.7% 37.5% 41.9% 40.3% 47.3% 17.2%

None 10.3% 14.8% 5.6% 10.1% 9.5% 13.8%

Q6
zivver   •    UK Public Sector attitudes to email safety and security  P. 13



What are your (up to 3) 
preferred channels for sharing 
privacy-sensitive information? 

Channel

Q7
All  

responses
Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

File Transfer 56.7% 58.6% 54.8% 52.3% 60.8% 69%

Email 53.6% 51.6% 55.6% 56.4% 48.6% 51.7%

File Sharing 46.8% 50.8% 42.7% 49% 43.2% 44.8%

Video Call 43.3% 36.7% 50% 39.6% 52.7% 37.9%

Web Portal 30.6% 35.2% 25.8% 28.9% 33.8% 31%

Online Chat 25.8% 28.9% 22.6% 21.5% 31.1% 34.5%

No preferred 
channels

1.2% 1.6% 0.8% 2% 0% 0%

With email still being the dominant form of 

business communication worldwide, and is poised 

to continue growing for the foreseeable future, it’s 

no surprise that it’s heavily used by public sector 

institutions. The same can be said for file sharing 

or file transfer solutions, and in many cases this is 

necessitated by the fact that larger files  

cannot always be shared with existing email 

clients, due to file size limitations. Video calling 

tools are also being widely used, which is to be 

expected with so many employees home working 

due to the pandemic. 

50% +
Prefer sharing sensitive 
information by email or 
file transfer

random
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What is preventing your 
organisation from investing 
in a secure communication 
solution?  

Reason

Q8

All  
responses

Sector: 

Healthcare
Sector: 

Government
Staff: 

500-999 
Staff: 

1000-4999
Staff: 

5000+

Frequency of 
usage

38.2% 38% 38.5% 30.2% 55.6% 0%

Time constraints 14.7% 14% 15.4% 17.5% 5.6% 66.7%

Purchasing 
process of a 
particular security 
solution

13.7% 16% 11.5% 19% 5.6% 0%

Budget limitations 11.8% 8.0% 15.4% 12.7% 11.1% 0%

Regular outbound 
email is secure 
enough

11.8% 14% 9.6% 9.5% 16.7% 0%

Convincing other 
stakeholders of 
the need

6.9% 6% 7.7% 6.3% 5.6% 33.3%

No specific 
reason to invest

2.9% 4% 1.9% 4.8% 0% 0%
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Securing your communications doesn’t need to be complicated, or 
take long to get started. If you want to see how modern solutions can 
safeguard your sensitive data and communications, request a quick 
demo at a time that is convenient for you. Our experts will be happy to 
answer any questions you may have.

Tip:
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